A

on s ov0: G

Adamantix

« Protects against some (but not all) of the most
popular Internet atttacks.

Potentially protects against some (but not all)
future security problems.

VPN support, which can also be used to protect
Wireless LAN traffic

Encryption of partitions

Microsoft compatible PPP encryption (MPPE)
Improved network support for ISPs (Internet
Service Providers)

Innovative firewall support through GPL Zorp
Can be used as Wireless LAN base station

Smoothwall Express 2.0

« Protect the local network from outside attack
Simple enough to be installed by home users
with no previous knowledge of Linux

Support a wide variety of network cards,
modems and other hardware

Work with many different connection methods
and ISPs across the world

Increased ease of use, management, and confi-
guration

Storix Personal edition

« Centrally manage backups of the entire network

or asingle system

Powerful backup automation and tape manage-

ment features

Restore directories, single files, or an entire

system locally or remotely

Multi-tape, multi-device, tape library and auto-

loader support

Support for the latest:-LVM Features -Software

RAID Devices -All Major Filesystems

The PacketMaster

« Once the image is burned to a CD, it can boot
and run. This allows any machine to instantly
run TPM Linux, without having go through an
installation. This means that you can be sure
the executables have not been tampered with.

« Security and forensic utilities

Trustix

No X windows system. So less memory, CPU
cycles, and disk space required.

The default configuration for the system is not
to run any services at all.

Easy to add and provide services

Very friendly to remote administration.

FIRE

« Forensics workstation/Data Recovery

« Live System Incident Response

« Virus Scanning

Slackware 9.1 & Administrators Security Toolkit

« Aset of utilities to install and maintain a reaso-
nable level of security for the Slackware Linux
distribution to ensure it is as secure as possible.

Disclaimer: This Linux Magazine DVD-ROM has been tested, and is to the best of our knowledge free of malicious software and defects. Linux Magazine cannot be held responsible, and is not liable for
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The Adamantix Hardened Linux has
taken the distribution a step closer
to its goal of bringing usability to
high-security Linux. However, the
installation routine is not for the
faint-hearted. Before you deploy
Adamantix as a VPN router or fire-
wall in a production environment, it
makes sense to perform a test
installation and get to know the
operating system.

Although Adamantix is based on
Debian, and has adopted a few
approaches from Debian, the in-
stallation procedure is unique.

It does not use the Debian instal-
lation program, but instead an
installation routine based on Timo’s
Rescue CD. In other words, you can
use the image as a rescue medium
that automatically recognizes most
of your hardware. The DVD also
includes a good collection of tools
that help you tackle installation
problems, such as fsck, parted, and
memtest86.

any disruption, loss, or damage to data and computer systems related to the use of this DVD and/or the software included on it.
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Smoothwall Express 2.0 turns a PC
into a firewall with a Linux-based
operating system designed to pro-
tect you and your network from
external hackers

Storix Personal edition is a system
backup utility to make the task
easier by being flexible enough to
suit you, rather than you having to
change your needs.

The PacketManager has a wide
selection of Open Source security
auditing utilities and computer
forensic toolkits. As nothing needs
to be installed on the system in
order to collect evidence, this helps
to ensure that damage to evidence
is prevented

FIRE is a distribution that aims to
provide an environment to perform
forensic analysis, incident response,
data recovery, virus scanning and
vulnerability assessment
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